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UTILITY FAILURE RESPONSE PLAN – ANNEX J
BACKGROUND
The Utility Failure Response Plan Annex has been developed in accordance with the Emergency Management Program Plan (EMPP). The Utility Failure Response Plan Annex supplements the EMPP by providing considerations for a response to a major utility failure that has a significant effect on the organization. This plan is primarily focused on response and short-term recovery operations. 
Utilities like gas, water, wastewater, and electricity are vital to daily facility operations. Losing power or potable water after a critical incident can have serious and significant effects on both healthcare facilities and patients. Utility failures may adversely affect ventilation, heating, air conditioning, elevators, plumbing, medical operations, and communication systems. The loss of any of these utility systems could lead to a ‘domino effect’ breakdown of the other utility systems, because utilities are highly interdependent. 
DEFINITIONS
1. Electric Outage: Loss of electricity due to an outside force acting on electrical utility transfer lines or processes.
2. Electrical Systems: Used to support daily operations and critical procedures, from lighting to medical equipment.
3. Plumbing Systems: Used to support daily operations and maintain sanitation, from cold and hot water, to toilets and showers.
4. Infection/Environment Control Systems: Used to prevent or help prevent the spread of disease, from heating and air conditioning to ventilation.
5. Communications Systems: Used to contact staff and deliver public announcements, from public announcement systems to doctor and nurse call systems
OBJECTIVES
· Identify extent of outage and consider evacuation
· Maintain patient care capabilities
· Minimize impact on facility operations and clinical services
· Communicate the situation status to patients, staff, and the public


PROCEDURES
1. Mitigation and Preparedness
a. Staff are required to know the locations of all manual alarm pull stations, fire extinguishers and exit routes in their work area.
b. Facility staff are responsible to know the shut-off locations and contact information for all utilities.  Contact information for all utility vendors are located in Appendix 8 of the Emergency Management Program Plan.
c. Staff will proactively identify and communicate utility system failures and other risks, or equipment failures (such as faulty outlets, lights, pull alarms, leaking air systems, etc.) to the <Insert Name of Individuals> using the <Insert Name of Report Form>.
d. The Organization will identify and clearly post Evacuation Route Maps as part of the Utility Failure Response Plan:
(1) The location of all utility system shut off valves will be noted in the Evacuation Plan and highlighted on all Evacuation Route Maps and building plans;
e. The facility building maintenance will maintain utility system equipment and utility support systems for all building sites, including but not limited to:
(1) Verify the building-wide public announcement system and medical professional call system is connected and working properly;
(2) Ensure all infection/environment control, plumbing, and electrical systems and support systems are inspected <monthly> by maintenance staff and <quarterly> by a certified contractor and all deficiencies found are corrected;
(3) Test emergency lighting and exit signs at least <quarterly> and make any necessary repairs;
(4) Test generator according NFPA 110 standards.  Maintain the generator maintenance log;
(5) Test and log tests of all safety devices (mechanical and instrumentation) such as gas detectors, gas meters, pump seals, hoses, relief valves, rupture disks, etc.
(6) File all testing and inspection paperwork and have available at the request of the fire department, police department, and utilities providers.
(7) Staff shall visually inspect electrical equipment on use.  Additionally, licensed individuals shall perform on-site Electrical Safety Inspections of all patient care equipment at least annually.
2. RESPONSE
a. General:  Utilities failures, while generally not hazardous, may lead to or trigger more serious events such as electrical fires, explosions or flooding.  Evacuation is not usually necessary; however, as always, the prime consideration is life safety.  More common events include loss of power, gas leaks, poor ventilation, elevator failures, indoor flooding from toilet or shower malfunctions, pools of water from leaks, loss of hot or cold water, or an air or gas leak.  In the event of a utility failure:
(1) Remain Calm;
(2) Reassure patients;
(3) Assess the situation to determine threat.  Evacuate any areas in imminent danger (fire, gas leak, etc.).  Refer to the Safe Evacuation Policy in Annex M if evacuation is necessary or ordered; 
(4) Alert management staff;
(5) During any form of electrical failure, use the stairs DO NOT Use Elevators;
(6) Follow the directions of the Incident Commander or management staff per Annex M;
b. Gas Leak or Odor: If you smell or see a strange gas, odor, or fume:
(1) Remain Calm.
(2) Notify your Department Supervisor, Building Manager and/or Safety Officer immediately. 
(3) Keep other people away from the leak or odor.
(4) Try to ventilate the area as much as possible by opening windows.
(5) Building Manager and Safety Officer should assess the situation to determine:
i. What the origin of the leak is.
ii. Assess if it would be better to turn off the gas from the valve that leads to the possible leaking appliance, or from the building itself (Refer to Facility Shut Down Procedures)
iii. If the Fire Department or  gas company needs to be contacted. Call 9-1-1 for fire officials and <Insert local gas company phone line>. 
iv. If evacuation is necessary.
(6) Recognize A single spark could ignite leaking gas, triggering an explosion DO NOT:
i. Turn on or off electrical switches or devices
ii. Use a cell phone or nearby telephone to call someone (it may trigger a fire)
iii. Attempt to put out a fire if the gas leak ignites
c. Plumbing Failure/Leak
(1) Notify Facilities/Building Maintenance at <Insert Number>
(2) Turn power equipment off
(3) Unplug all nearby appliances and electrical equipment. 
(4) If necessary, evacuate the area.
c. Communication System Failures
(1) Alert management staff through backup communication systems immediately, even if there is no other utility failure or other emergency.
(2) Elevator Failure - If you are trapped in an elevator:
i. Use the emergency phone in the elevator or turn on the emergency alarm, which will also signal for help.
d. Management Staff
(1) Determine the severity of the utility failure, if safe to do so;
(2) Determine the need to activate the ICS;
(3) Incident Commander will determine the need to activate the Safe Evacuation Policy located in Annex M;
(4) Incident Commander will determine the need to activate the Shelter-In-Place Policy located in Annex N;
(5) Determine the location and/or source of the utility failure, if safe to do so;
(6) During life-threatening and large-scale utility failures <CALL 911>
(7) Activate backup systems as necessary:
1. Activate backup power source during utility failures rooted in electrical systems, i.e. failure of ventilation or lighting due to primary power source failure;
2. Activate backup communication systems during Public Announcement system failure or call system failure
(8) During large-scale plumbing failures, stop water usage of toilets and showers and Incident Commander and/or the CEO will determine the need to close the health center, as necessary 
e. Alteration of Services may be necessary during or after the event. 
(1) <Indicate how/when services/times may be altered, including criteria for making this decision>

ROLES AND RESPONSIBILITIES
*All positions should refer to their appropriate Job Action Sheets for additional information*
	Incident Commander
	Immediate Response (0 – 2 hrs)

	
	Activate the facility Emergency Operations Plan, Utility Failure Plan, the Facility Command Center and appropriate Facility Incident Management Team positions

	
	Establish operational periods, objectives, and regular briefing schedule. Consider using the Incident Action Plan Quick Start for initial documentation of the incident

	
	Determine the need for shelter-in-place or evacuation and activate appropriate incident response plans

	
	Consider limiting nonessential services

	
	Notify the facility Chief Executive Officer, Board of Directors, and other appropriate internal and external officials of situation status

	
	Intermediate Response (2-12 hrs)

	
	Obtain assessment of staffing, equipment, and supply needs and the overall impact from the ongoing utility outage on patient care, remaining staff, and the facility

	
	Activate Medical-Technical Specialists if needed (e.g., Risk Management, Legal)

	
	Extended Response (Greater than 12 hrs)

	
	Continue to monitor operations, consider the length of onsite operations, and determine the need for expanded postponement of procedures

	
	With the Public Information Officer, prepare to speak with patients, staff, visitors, media, and stakeholders

	
	Update the facility Chief Executive Officer, Board of Directors, and other appropriate internal and external officials of situation status

	
	Demobilization/Recovery

	
	Determine facility status and declare termination of the incident

	
	Approve the Demobilization Plan

	
	Oversee the facility's return to normal operations

	
	Assess if criteria for partial or complete reopening of facility are met, and order reopening and repatriation of patients

	
	With the Public Information Officer prepare to speak with the media



	Public Information Officer
(PIO)
	Immediate Response (0 – 2 hrs)

	
	Activate the Risk Communication Plan and media staging area

	
	Prepare a media release to inform the community about the utility outage

	
	Maintain communication with patients, staff, and families regarding the current situation and what is being done to address it

	
	Conduct a facility census and identify possible discharges, transfers and surgery or procedure cancellations

	
	Update internet, intranet, and social media to disseminate information about facility status and alteration in services to patients, staff, families, and stakeholders

	
	Monitor media outlets for updates on the incident and possible impacts on the facility. Communicate information via regular briefings to Section Chiefs and the Incident Commander

	
	Intermediate Response (2-12 hrs)

	
	Continue media briefings and updates

	
	Continue briefings and situation updates with patients, staff, and families

	
	Update internet, intranet, and social media to disseminate information about facility status and alteration in services to patients, staff, families, and stakeholders

	
	Extended Response (Greater than 12 hrs)

	
	Continue to hold regularly scheduled media briefings in conjunction with the Joint Information Center

	
	Address social media issues as warranted; use social media for messaging as situation dictates

	
	Demobilization/Recovery

	
	Conduct a final media briefing to provide incident resolution; work with the Joint Information Center



	Liaison Officer
	Immediate Response (0 – 2 hrs)

	
	Notify community partners in accordance with local policies and procedures (e.g., consider local Emergency Operations Center, other area facilities, local emergency medical services, and healthcare coalition coordinator), to determine incident details, community status, and establish contacts for requesting supplies, equipment, or personnel not available in the facility

	
	Communicate with other facilities to determine situation status, ability to accept patients if transfer, facility abandonment, or evacuation is ordered

	
	Intermediate Response (2-12 hrs)

	
	Continue to update local emergency management and the Emergency Operations Center of situation status and critical issues, and to request assistance as needed

	
	Continue communications with area facilities and facilitate patient transfers

	
	Demobilization/Recovery

	
	Maintain contact with the local Emergency Operations Center, other area facilities, local emergency medical services, and regional medical health coordinator to relay status and critical needs to receive incident and community updates

	
	Continue monitoring of the utility failure impact to facility and home care services; coordinate information with the Operations Section



	Safety Officer
	Immediate Response (0 – 2 hrs)

	
	Complete the HICS 215A to assign, direct, and ensure safety actions are adhered to and completed

	
	Intermediate Response (2-12 hrs)

	
	Conduct ongoing analysis of exiting response actions for safety issues, implement corrective actions, and update the HICS 215A

	
	Extended Response (Greater than 12 hrs)

	
	Update the HICS Form 215A for extended operations. Ensure an updated safety plan is incorporated into the Incident Action Plan

	
	Demobilization/Recovery

	
	Ensure entry and exit points are open and functioning

	
	Ensure fire doors and alarms are in working order

	
	Monitor and maintain a safe environment during the return to normal operations



	Operations Chief
	Immediate Response (0 – 2 hrs)

	
	Implement the Evacuation, Shelter-in-Place, and Facility Abandonment Plan as needed and in cooperation with the Incident Commander

	
	Medical Care Branch Director: Request diversion if needed

	
	Medical Care Branch Director: Identify evacuation priorities and transfer requirements

	
	Medical Care Branch Director: Implement downtime documentation procedures for patient care and incident management documentation as required

	
	Medical Care Branch Director: Conduct a facility census and determine discharges, transfers, and surgery or procedure cancellations

	
	Medical Care Branch Director: Assess patients for risk and prioritize care and resources, as appropriate

	
	Infrastructure Branch Director: Implement emergency support procedures to sustain critical services (i.e., power, water, medical gasses, communications) until utility restoration can be accomplished

	
	Infrastructure Branch Director: Activate damage assessment teams to determine the impact and severity of utility outage

	
	Security Branch Director: Initiate emergency procedures to support facility and campus security in response to a utility outage

	
	Intermediate Response (2-12 hrs)

	
	Medical Care Branch Director: Continue the evaluation of patients and patient care; reevaluate the need to curtail or cancel nonessential services

	
	Medical Care Branch Director: Reevaluate staffing needed to maintain essential services and to provide patient care

	
	Medical Care Branch Director: Evaluate staff working in alternate roles and all supplemental staff

	
	Medical Care Branch Director: Reevaluate the need to continue ambulance diversion

	
	Infrastructure Branch Director: Continue to assess extent of damage or outage; if possible, provide the Incident Commander and Section Chiefs with projected length of the service interruption

	
	Infrastructure Branch Director: Initiate repairs as required

	
	Security Branch Director: Continue to provide facility security; develop plans to alter security services if phone or power is interrupted

	
	Extended Response (Greater than 12 hrs)

	
	Continue the evaluation of patients and the ability to provide patient care, and begin to plan for the restoration of utilities

	
	Ensure that all documentation, including damage assessments, repair costs, and tracking materials, are submitted to the Planning Section

	
	Medical Care Branch Director: Continue the evaluation of patients and patient care, and begin to plan for restoration of normal staffing and services

	
	Infrastructure Branch Director: Continue to provide regular updates to Section Chiefs on repairs, restoration of services, or continued service interruptions

	
	Demobilization/Recovery

	
	Oversee the restoration of normal patient care operations

	
	Medical Care Branch Director: Discontinue ambulance diversion, if applicable

	
	Medical Care Branch Director: Reschedule canceled surgeries, procedures, and outpatient appointments

	
	Medical Care Branch Director: Repatriate evacuated or transferred patients

	
	Infrastructure Branch Director: Complete a facility damage report, including the progress of repairs, and estimated timelines for restoration to pre-incident condition

	
	Infrastructure Branch Director: Schedule and oversee a test of the facility alarm systems

	
	Security Branch Director: Maintain facility security and traffic control

	
	Business Continuity Branch Director:  Oversee the restoration of essential services including internet connectivity and communications. Oversee the entry of information and data into electronic records if necessary

	
	Business Continuity Branch Director: If record keeping included the use of paper-based records, ensure all clinical information is entered into electronic medical records

	
	Patient Family Assistance Branch Director: Provide behavioral health support and information about community services for patients and families, if needed




	Planning Chief
	Immediate Response (0 – 2 hrs)

	
	Establish operational periods, incident objectives, and the Incident Action Plan in collaboration with the Incident Commander

	
	Resources Unit Leader: Prepare for personnel and equipment tracking

	
	Situation Unit Leader: Monitor and document all actions and activities

	
	Situation Unit Leader: Prepare for patient tracking including patient transfers

	
	Intermediate Response (2-12 hrs)

	
	Prepare the Incident Action Plan for the next operational period; engage all sections to provide updates on staffing and alterations in strategies and tactics

	
	Resources Unit Leader: Continue staff and equipment tracking

	
	Situation Unit Leader: Continue patient and bed tracking

	
	Documentation Unit Leader: Ensure complete documentation of all postponed and canceled appointments and procedures

	
	Extended Response (Greater than 12 hrs)

	
	Ensure that updated information and intelligence is incorporated into the Incident Action Plan. Ensure the Demobilization Plan is being readied

	
	Resources Unit Leader: Continue equipment and personnel tracking, including resources transferred to other facilities

	
	Situation Unit Leader: Continue patient and bed tracking, including resources transferred to other facilities

	
	Documentation Unit Leader: Ensure appropriate documentation of ongoing activities

	
	Documentation Unit Leader: Collect and collate documentation of actions, decisions, and activities

	
	Demobilization Unit Leader: Prepare for demobilization and system recovery

	
	Demobilization/Recovery

	
	Finalize and distribute the Demobilization Plan

	
	Ensure that the status of all impacted clinical and support operations are relayed to appropriate sections for resolution

	
	Conduct debriefings and a hotwash with: 
· Command Staff and section personnel
· Administrative personnel
· All staff
· All volunteers

	
	Write an After-Action Report and Corrective Action and Improvement Plan for submission to the Incident Commander, including:
· Summary of the incident
· Summary of actions taken
· Actions that went well
· Actions that could be improved
· Recommendations for future response actions

	
	Documentation Unit Leader: Collect, collate, file, and secure completed documentation of actions, decisions, and activities

	
	Documentation Unit Leader: Prepare a summary of the status and location of all incident patients, staff, and equipment. After approval by the Incident Commander, distribute it to appropriate external agencies



	Logistics Chief
	Immediate Response (0 – 2 hrs)

	
	Service Branch Director: Assess the impact of the utility outage on communications and information technology systems

	
	Service Branch Director: Initiate backup documentation systems if electronic systems are not functioning

	
	Support Branch Director: Respond to requests for supplies and equipment; distribute appropriate equipment throughout the facility (e.g., portable lights, flashlights, blankets)

	
	Intermediate Response (2-12 hrs)

	
	Continue to provide staff for essential operations

	
	Support Branch Director: Monitor, report, follow up on, and document patient or staff injuries

	
	Demobilization/Recovery

	
	Inventory all Facility Command Center and facility supplies and replenish as necessary, appropriate, and available

	
	Support Branch Director: Release temporary staff and other personnel to normal positions

	
	Support Branch Director: Complete documentation and follow up of personnel injuries if needed





	Finance/Admin Chief
	Immediate Response (0 – 2 hrs)

	
	Activate vendor Memoranda of Understanding

	
	Track all costs and expenditures of response, and estimate lost revenues due to canceled procedures, surgeries, and other services

	
	Intermediate Response (2-12 hrs)

	
	Time Unit Leader: Track hours associated with the emergency response

	
	Procurement Unit Leader: Facilitate contracting for resources and services

	
	Cost Unit Leader: Track costs, staff hours, expenditures, and lost revenue

	
	Extended Response (Greater than 12 hrs)

	
	Continue to record ongoing and projected costs from postponements and modifications in operations

	
	Demobilization/Recovery

	
	Compile a final summary of all response and recovery costs and expenditures and estimated lost revenues. Submit to the Planning Section Chief for inclusion in the After-Action Report

	
	Compensation/Claims Unit Leader: Contact insurance carriers to initiate reimbursement and claims procedures

	
	Compensation/Claims Unit Leader: Coordinate with Risk Management for additional insurance and documentation needs, including photographs of damage, etc.



DOCUMENTS AND TOOLS
Emergency Operations Plan, including:
· Utility Failure Plan
· Emergency Operations Plan
· Evacuation, Shelter-in-Place and Facility Abandonment Plan
· Alternate Care Site plan
· Business Continuity Plan
· Memoranda of Understanding with appropriate entities
· Discharge Policy
· Paper charts and electronic medical record downtime procedures
· Patient, staff, and equipment tracking procedures
· Facility and campus maps, blueprints and floor plans
· Risk Communication Plan
· Interoperable Communications Plan
· Demobilization Plan

Forms, including:
· HICS Incident Action Plan (IAP) Quick Start 
· HICS 200 – Incident Action Plan (IAP) Cover Sheet
· HICS 201 – Incident Briefing
· HICS 202 – Incident Objectives
· HICS 203 – Organization Assignment List 
· HICS 205A – Communications List
· HICS 214 – Activity Log
· HICS 215A – Incident Action Plan (IAP) Safety Analysis
· HICS 221 – Demobilization Checklist
· HICS 251 –Facility System Status Report
· HICS 254 – Disaster Victim/Patient Tracking
· HICS 255 – Master Patient Evacuation Tracking

· Job Action Sheets
· Access to paper forms for documentation, data entry, etc.
· Access to facility organization chart
· Television/radio/internet to monitor news
· Telephone/cell phone/satellite phone/internet/amateur radio/2-way radio for communication

4. RECOVERY
a. After a utility failure occurs, the CEO/Executive Director or Incident Commander will assess each facility’s ability to continue and maintain operations. This will be accomplished with the aid of the fire department and/or trained building inspectors as death or severe injury can occur when untrained employees re-enter a damaged or contaminated facility. The closing of an entire facility or portions of a facility will be determined by the CEO/Executive Director or designate.
b. Return to Normal Operations may not happen, or be possible, immediately. 
(1) <Indicate how/when services/times may be resumed, including criteria for making this decision>


5. RESPONSE GUIDE FOR INCIDENT MANAGEMENT TEAM
a. Refer to Appendix 4 for Hazard Specific Incident Response Guides.
b. Refer to Appendix 5 for Position Specific Job Action Sheets.


	Position
	Immediate
	Intermediate
	Extended
	Recovery

	Incident Commander
	X
	X
	X
	X

	Public Information Officer
	X
	X
	X
	X

	Liaison Officer
	X
	X
	X
	X

	Safety Officer
	X
	X
	X
	X

	

	Operations Section Chief
	X
	X
	X
	X

	Medical Care Branch Director
	X
	X
	X
	X

	Infrastructure Branch Director
	X
	X
	X
	X

	Security Branch Director
	X
	X
	X
	X

	Business Continuity Branch Director
	
	
	
	X

	Patient Family Assistance Branch Dir.
	
	
	
	X

	

	Planning Section Chief
	X
	X
	X
	X

	Resources Unit Leader
	X
	X
	X
	X

	Situation Unit Leader
	X
	X
	X
	X

	Documentation Unit Leader
	
	X
	X
	X

	Demobilization Unit Leader
	
	
	X
	X

	

	Logistics Section Chief
	X
	X
	X
	X

	Service Branch Director
	X
	X
	X
	X

	Support Branch Director
	X
	X
	X
	X

	

	Finance /Administration Section Chief
	X
	X
	X
	X

	Time Unit Leader
	
	X
	X
	X

	Procurement Unit Leader
	
	X
	X
	X

	Compensation/Claims Unit Leader
	
	
	
	X

	Cost Unit Leader
	
	X
	X
	X




	
	Initial Actions 

	
	Call 9‐1‐1 if the power outage causes or threatens a medical emergency (e.g., power is lost to a ventilator). 

	
	If the power outage poses a risk to the safety of patients, staff or visitors, take actions to reduce/eliminate the threat without jeopardizing the safety of staff. 

	
	Report the outage to the appropriate utility company or repair vendor. 

	
	Activate facility’s Power Outage P&P and appoint a Facility Incident Commander (IC) if warranted. 

	 
	Activate back‐up power and/or emergency lighting if necessary. 

	
	Comfort and assess patients for signs of distress. 

	
	Account for all patients. 

	
	Notify the State Survey agency to report an unusual occurrence and activation of facility’s EOP.   

	
	To the extent possible, mobilize emergency back‐up power generators and necessary fuel for operation.  

	
	Take all reasonable steps to protect food and water supplies and maintain a safe environment of care for patients and staff.  

	
	If the decision is made to evacuate the facility, see RAPID RESPONSE – EVACUATION.  If the decision is made to shelter in place, see RAPID RESPONSE – SHELTER IN PLACE. Consult other RAPID RESPONSE Guides as appropriate to the situation causing the power outage, e.g., flood. 
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	References:
	· Hospital Incident Command System (HICS) 2014
· Occupational Safety and Health Administration (OSHA)
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