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MEDICAL DOCUMENTATION POLICY & PROCEDURES – ANNEX O
BACKGROUND
[bookmark: _GoBack]The organization shall have a disaster plan in place to deal with unexpected events and outline how health information/medical records will be protected from damage.  A well thought out disaster plan will minimize disruption, ensure stability, and provide for orderly recovery when faced with an unforeseen event.  Additionally, the plan shall include for the continuation of medical documentation when electronic systems and/or utilities fail.  
PURPOSE	
[bookmark: _Hlk478117033]The purpose of this Policy and Procedure is to identify a system the organization will utilize to provide a system of medical documentation that preserves patient information, protects confidentiality of patient information, and secures and maintains the availability of records.
POLICY
1. The Organization will establish policies and procedures that provide for a system of medical documentation that preserves patient information, protects confidentiality of patient information, and secures and maintains the availability of records.
2. Additionally, each staff member is responsible for understanding and following the policies and procedures as set forth within this Policy.  Staff training regarding these policies and procedures shall be conducted at least annually for all staff.  Lastly, new staff shall be provided training during the orientation process.  
PROCEDURES
Instructions: In addition to any existing requirements for patient records found in existing laws, under this standard, facilities are required to ensure that patient records are secure and readily available to support continuity of care during emergency. This requirement does not supersede or take away any requirements found under the provider/supplier’s medical records regulations, but rather, this standard adds to such policies and procedures. These policies and procedures must also be in compliance with the Health Insurance Portability and Accountability Act (HIPAA), Privacy and Security Rules at 45 CFR parts 160 and 164, which protect the privacy and security of individual’s personal health information.

EXAMPLE MEDICAL DOCUMENTATION PROCEDURES:
PRESERVING PATIENT INFORMATION
During an emergency or disaster, continued access to patient medical information is vital.  The Organization has implemented the following procedures to preserve patient information:
1.  Electronic medical records shall be maintained in accordance with existing policies and procedures.
2. Paper copies of the following medical records shall be kept current and securely maintained according to Health Insurance Portability and Accountability Act (HIPAA), Privacy and Security Rules at 45 CFR parts 160 and 164:
a. Emergency Contact
b. Medication & Problem List
c. Allergy and Adverse Medication Reaction List

3. Folders and paper medical record forms shall be maintained and readily available for use in the event of an electronic medical records outage. Once the medical records outage has been restored, paper medical records shall be incorporated into the patient’s medical record.  (add details of this procedure here. It is recommended to include copies of the forms as an appendix to this policy).
4. Information Technology is responsible for establishing and annually reviewing disaster recovery (DR) plans for actions to be taken if computer systems are disabled or damaged by persons or natural disaster. This will include using stored back-up data and programs, access to facilities for repairs, temporary uses of non-organization computers and devices, and any new security procedures that might be needed in such circumstances.  Detailed processes will be included to ensure immediate (or as soon as possible) availability of electronic medical record systems.

PROTECTING CONFIDENTIALITY OF PATIENT INFORMATION
1. Paper records that include protected health information must be kept secured. Immediately report all incidents that may involve the loss or theft of any such paper records to your Privacy Officer or supervisor.
2. Medical Records and PHI should be stored out of sight of unauthorized individuals, and should be locked in a cabinet, room or building when not supervised or in use.
3. Provide physical access control for the following: 
a. Locked file cabinets, desks, closets or offices
b. Mechanical Keys
c. ID swipes
d. Alarm keypad systems (mechanical or electronic)
e. Change keypad access codes on a regular basis
4. Assign someone to manage and document access issues (keys, card swipe, keypad access)
5. Identify individual(s) with the authority to grant access to an area
6. When transporting within the Facility:
a. When carrying medical records throughout the Facility, make sure PHI is facing away from public view.  
b. Use an envelope or accordion folder. 
c. While transporting PHI on a rolling cart, place the records in secure containers or cover the records. 
d. Never leave PHI (including portable media devices) unattended.
7. If it is necessary to transport medical records containing PHI, observe the following:
a. Only transport PHI off-site if you have your supervisor’s approval and only if it is necessary. 
b. Only transport the minimum amount of PHI necessary. 
c. Never leave PHI (including portable media devices) unattended, including in a vehicle. 
d. Maintain a log of files or documents that are leaving the Facility.  When arriving at the off-site location, immediately make sure all the files you listed on the log are in your possession.  

SECURING AND MAINTAINING THE AVAILABILITY OF RECORDS
As required by the HIPAA Security Rule, a disaster recovery plan includes a series of systematic steps that must be followed in order to quickly return to normal. Without proper planning, some situations can significantly delay or even derail the recovery process. 
1. The key Information Technology Disaster Recovery components the organization has adopted in its Emergency Management Program Plan (EMPP) include: 
a. activation (when and how to declare a disaster);
b. assessment (determining the root cause and assessing the disaster's impact); 
c. containment and control (steps to prevent escalation);
d. recovery (steps to get at least mission critical applications and systems quickly restored);
e. emergency mode operation procedures (how the organization will function until operations return to normal); 
f. restoration (returning to normal operations may mean shifting data center operations from an alternate site to the primary data center); and 
g. exercising and testing (when and how the disaster recovery plan will be tested).

2. Disaster Recovery (DR) Strategies Include:
a. High Availability/Redundancy: Use of virtualized servers and systems to maintain high availability.
b. Data Back-Up Plan: Implementation and testing of a data back-up plan with recovery point objectives (RPO).
c. Mission Critical Systems: An inventory of applications and systems, along with their designated criticality to the mission. The business impact analysis (BIA) identifies and prioritizes application systems as well as defines recovery objectives.
d. Emergency Operations Procedures: The IT Disaster Recovery Plan (or Business Continuity Plan) provides guidance during an emergency. Many normal business processes and procedures may have to be temporarily suspended during a disaster recovery situation.  Refer to the IT Disaster Recovery Plan (or Business Continuity Plan) for more information.
e. Recovery (Resynchronization): Information stored on paper must be reintegrated into electronic systems, procedures. 
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